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SOCIAL MEDIA LANDSCAPE IN THE REPUBLIC OF KAZAKHSTAN:
NAVIGATING YOUTH BEHAVIOR
AND ENSURING INFORMATION SECURITY

In today’s digitally interconnected world, social media has emerged as a prominent force shaping
the behaviors, attitudes, and interactions of youth populations worldwide. This research endeavors to
explore the intricate relationship between social media engagement and cybersecurity within the context
of the Republic of Kazakhstan.

The primary purpose of this scientific inquiry is to investigate the ways in which Kazakhstani youth
engage with social media platforms and to assess the associated cybersecurity challenges and implica-
tions. Through a multidimensional approach, the study aims to delineate the main directions and ideas
underlying the intersection of youth behavior on social media and the imperative of information security.

This research holds significant scientific and practical importance by shedding light on the evolving
dynamics of social media usage among Kazakhstani youth and the corresponding cybersecurity risks. By
identifying key patterns, vulnerabilities, and protective measures, this study seeks to inform policymak-
ers, educators, and stakeholders about the urgent need for comprehensive strategies to safeguard the
digital well-being of young individuals.

Employing a mixed-method research methodology comprising surveys, interviews, and data analy-
sis, this study provides a comprehensive examination of social media dynamics and cybersecurity resil-
ience among Kazakhstani youth. The main results and analysis reveal insights into the prevalent behav-
iors, perceptions, and attitudes of youth towards social media, alongside an assessment of cybersecurity
vulnerabilities and mitigation strategies.

The research underscores the importance of proactive measures to enhance cybersecurity aware-
ness, digital literacy, and regulatory frameworks to address the emerging challenges posed by social
media usage among Kazakhstani youth. By contributing empirical evidence and actionable insights, this
study enriches the relevant field of knowledge and informs policy interventions aimed at fostering a safer
and more secure digital environment for youth in Kazakhstan and beyond.

Key words: Information security, cyber threats, online behavior, youth, digital technology, cyberbul-

lying.
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KasakcraH PecnyOAnKacbIHAAQFbl 9AEYMETTIK XKeAirep:
JKactapAblH, MiHe3-KYAKbIH OaFAapAay XXoHe
aKnapaTTbIK Kayinci3AikTi KamTamachi3 eTy

Kasipri umdpabik, aaemae GyA 3epTTey 9AeYMETTIK XeAirepre KaTbicy MeH KasakcTaH >kacTapbl
apacblHAaFbl KMbGepKayincisaik apacbiHAAFbl KYpAEeAi 6araaHbiCTbl 3epTTenai. CayaaHamasap MeH
AEpeKTepAi TaApayAbl KAMTUTBIH apaAac 3epTTey TOCIAIHIH KeMeriMeH 3epTTey KasakCTaHAbIK, XKacTap
apacbiHAQ DAEYMETTIK >KeAiAepAi MarmaasaHyra GaiAaHbICTbl 3aHABIAbIKTAPAbI, OCAAABIKTAPAbI XKoHe
KOpFay LIapaAapblH allyFa 6aFbITTaAFaH.

3epTTey eki MakCaTKa KbI3MET eTeAi: KacTapAblH MiHE3-KYAKbIH, KAObIAAQYbIH XKOHE SAEYMETTIK
>KeAiAepre KaTbIHACbIH TYCiHY )XOHE OAapAbIH OHAAMH apeKkeTTepiHe ToH KMbepKayinci3aik ToyekeaaepiH
6araaay. Ocbl acrekTiaepre TepeHipek YHIAe OTbIpbIM, 3epTTey casCaTKepAepre, OKbITYLIbIAApFa >KaHe
MYAAEAI TapanTapra KyHAbl aknapat Gepeai, GyA knbepkayincisaik, UMEPAbIK CayaTTbIAbIK, KoHe
HOPMATMBTIK-KYKbIKTbIK, 6a3a TypaAbl XabapAAPAbIKTbl aPTThIPY YLIiH 6EACEHA] LapaAap KabbIAAayAbIH
LUYFBIA KQXKETTIAITIH KepceTeai.

ByA 3epTTeyaiH HoTMXKeAepi MaHbI3Abl FbIAbIMU >KOHE MPAKTUKAAbIK, MBHre e, eMTKeHi oAap
Ka3aKCTaHAbIK, >KacTap YLiH HEFYPAbBIM Kayinci3 LM PAbIK, OpTaHbl KypyFa 6arbITTaAFaH CTPATErUSIAbIK,
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LIapaAap yiiH Heri3 60AaAbl. DMIMUPUKAAbIK, AEPEKTEP MEH MPAKTUKAAbIK, YCbIHbICTAPAbIH apKaCbIHAA
3epTTey OCbl CaAaAaFbl BIAIMAI KEHEMTYre bIKMaA eTeA] XKOHe XKacTapAbIH O9AEYMETTIK >KeAiAepMeH e3a-
pa ic-KMMbIAbIHA XKeHe OHbIH, KasakcTaHAarbl KMOepKayincisAik ywiH caapsapbiHa 6aiAaHbICTbl ©3€eKTi
MBCEeAEAEepA| LIeLleA.

Canbin KeAreHae, ByA 3epTTey SAeYMETTIK XKEAIAePAIH AMHAMMKAChl TypaAbl TYCIHITIMI3AI Gaiibl-
ThiM KaHa KOMMaiAbl, COHbIMEH KaTap KMOepKayircCisAik ToyekeaAepiH asanty >koHe KasakcraHaa
>KOHE OAQH ThIC XKEPAEPAE XKaCTapAblH LUMMPAbIK, dA-ayKaTblH KOPFay >KOHIHAEr MaKCcaTTbl LapaAap-
Abl 83IpAeyre bIKMaA eTeA|.

Tyiin cesaep: AknapartTbik, KayiMncisaik, knbepkayinrep, >keAiaeri MiHe3-KyAblK, XacTap, umdp-
AbIK, TEXHOAOTMSIAQP, KNOEPOYAAMHT.
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CoumanbHbie cetu B Pecny6anke Kasaxcran:
peryAMpoBaHu1e noBeAeHUs MOAOAEXKH M
obecrneyeHme MH(OPMaLLMOHHONM 6€30MacHOCTH

B HblHElWwHeM LMMPOBOM MMpE 3TO MCCAEAOBAHME MCCAEAYET CAOXKHYIO B3aUMOCBSI3b MEXAY
yyacTMeM B COLMAAbHBIX CETSIX M KnbepOe3onacHoCTbio cpean moroaexmn Kasaxcrana. C nomoLLbio
CMELLAHHOIO MCCAEAOBATEAbCKOrO MOAXOAQ, BKAIOYAIOLLErO OMNPOChl M aHAAU3 AAHHbIX, MCCAEAOBAHME
HanpaBAEHO Ha PacLUMPOBKY 3aKOHOMEPHOCTEN, YSI3BMMOCTEN U 3aLlUMTHBIX Mep, CBSI3aHHbIX C UC-
NMOAb30BaHMEM COLIMAAbHbIX CETEN CPeAU Ka3axCTaHCKOM MOAOAEXKM.

MccaepoBaHmEe CAYXKMT ABOVMHOM LIEAW: MOHSTh MOBEAEHWE, BOCMPUSITUE U OTHOLLEHUE MOAOAEXKM
K COLMAAbHbBIM CETSIM, @ TaKXKe OLEHWUTb PUCKM KnbBep6be3onacHOCTH, MPUCYLLME UX OHAAMH-AESTEAb-
HOCTU. YTAYOASISICb B 3TW aCMEKTbl, UCCAEAOBAHME MPEAOCTABASIET LIEHHYIO MH(OPMALMIO MOAMTHKAM,
NpernoAaBaTeAsM U 3aMHTEPECOBAHHbIM CTOPOHAM, NMPOAMBAs CBET Ha OCTPYIO HEOBXOAMMOCTb MPUHSI-
TUS YIPEXAQIOLLMX MEP MO MOBbILLEHWIO OCBEAOMAEHHOCTH O KnMbGep6e3onacHoCTH, LmdpoBOI rpaMoT-
HOCTM M HOPMATKMBHO-NPABOBOW 6a3bl.

Pe3yAbTaTbl 3TOro MCCAEAOBaHUSI UMEIOT BAKHOE HayYHOE M MPaKTUYeCcKoe 3HaUYeHMe, MOCKOAbKY
OHM CAY>KaT OCHOBOM AAS CTPATErMUeckmx Mep, HampaBAeHHbIX Ha co3aaHue 6oaee 6esonacHom umd-
POBOW CpeAbl AAS Ka3aXCTAHCKOM MOAOAEXM. baaroaapsi aMnMpuyuecknm AaHHbIM M MPaKTUUYECKUM
pPEeKOMEHAALMIM UCCAEAOBAHME CMOCOOCTBYET PACLUMPEHMIO 3HAHWIA B 3TOW 06GAACTM M peluaeT Ha-
CYLLIHble MPOOAEMbI, CBSI3aHHbIE C B3AMUMOAENCTBMEM MOAOAEX KM C COLMAAbHBIMM CETSIMM U €0 NMOCAEA-
CTBUSIMMN AAs KnbBepbesonacHocTh B KasaxcTaHe.

B KOHEUHOM MTOre, 3TO UCCAEAOBaHME He TOAbKO OOorallaeT Halle NOHUMaHWe AMHAMUKK COL-
aAbHbIX CeTel, HO 1 Coco6CTBYET pa3paboTke LIEAEBbIX MEP MO CHUXKEHMIO PUCKOB KbepbesonacHo-
CTV U1 3almTe uncpoBoro HAAronoAyums Morosexmn B KasaxcraHe u 3a ero npeaesamu.

KAtoueBble croBa: MHOPMaLMOHHas 6e30MacHOCTb, KMbepyrposbl, MOBEAEHUE B CETU, MOAOAEXKD,
LUMpPOBbIE TEXHOAOTMU, KUOEPOYAAUHT.

Introduction

From the point of view of the security object,
information is a strategic resource and a critical ele-
ment for its functioning, therefore, it must be prop-
erly protected at every stage of its processing: from
its receipt to its transmission, storage, analysis, or
use, respecting all elements of confidentiality. Infor-
mation security issues have always been at the heart
of government (Nussipova et al., 2023).

The rapid advancement of technology and the
widespread accessibility of digital platforms have
significantly transformed the landscape of commu-
nication and information dissemination in contem-
porary society. With this evolution comes a press-

ing concern regarding the influence of mass media,
particularly on the youth demographic. The choice
of this topic stems from the recognition of the
critical role that mass media plays in shaping the
worldview, values, and behavior of young people,
and the inherent need to understand and address its
impact.

The relevance of investigating the influence of
mass media on youth behavior and information se-
curity is underscored by the increasing prevalence
of digital communication channels and their perva-
sive presence in the daily lives of individuals, par-
ticularly the younger generation. Recognizing the
lack of comprehensive research in this area, coupled
with the emergent nature of new media platforms,
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emphasizes the significance and timeliness of ex-
ploring this topic.

This study aims to define the object and subject
of inquiry as the influence of mass media on the
behavior and perceptions of youth in the Republic
of Kazakhstan. The overarching goal is to examine
the implications of mass media exposure on youth
behavior, social values, and information security
within the context of the modern digital landscape.
To achieve this, the research will employ a multi-
disciplinary approach, drawing from fields such as
communication studies, political science, psychol-
ogy, sociology, and media literacy.

The objectives of this study include:

Analyzing the patterns and content of mass me-
dia consumption among young people.

Investigating the impact of mass media expo-
sure on the formation of youth behavior, social val-
ues, and perceptions.

Identifying the risks and challenges associated
with information security in the digital age, particu-
larly concerning youth engagement with online plat-
forms.

Assessing the effectiveness of existing strate-
gies and interventions aimed at promoting media
literacy and enhancing information security among
young people.

The research methodology will involve a com-
bination of qualitative and quantitative methods,
including surveys, content analysis and etc. These
approaches will enable a comprehensive under-
standing of the complex dynamics between mass
media, youth behavior, and information security.

Overall, this study seeks to contribute to the ex-
isting body of knowledge by shedding light on the
intricate relationship between mass media influence
and youth behavior, while also providing insights
and recommendations for addressing the challenges
posed by the digital media landscape.

Materials and methods

This article used a descriptive type of research to
describe the characteristics of a group or individuals
and their adoption of social media and the impact of
the Internet on youth. During the research, surveys
were conducted and opinions of young people were
considered.

Participants: A total of 621 participants from
various higher education institutions across Kazakh-
stan were surveyed. Participants were selected us-
ing a stratified random sampling technique to ensure
representation from diverse geographical regions
and educational backgrounds. A significant num-
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ber of respondents in the survey were young peo-
ple aged 18-25 (85.1%), as well as 26-35-year-olds
(4.2%), 36-45-year-olds (3.2%), 44-55-year-olds
(4.4%), and those aged 56 and older (2.9%).

Survey Instrument: The survey was conducted
using Google Forms, an online survey platform pro-
vided by Google. A structured questionnaire was de-
signed to collect data on participants’ social media
usage patterns, attitudes, and perceptions, as well as
their awareness of cybersecurity risks. The question-
naire comprised both closed-ended and open-ended
questions, allowing for quantitative and qualitative
analysis of responses. Prior to administration, the
questionnaire underwent pilot testing with a small
group of students to ensure clarity and validity.

Procedure: The survey link was distributed to
potential participants via email and social media
channels, inviting them to complete the question-
naire using Google Forms (Google Forms [Online
survey platform]). Participants were given the flex-
ibility to respond at their convenience within a four-
week period. Reminders were sent periodically to
encourage participation and maximize response
rates.

Research Methodology: The study employed a
mixed-methods approach, combining quantitative
analysis of survey data with qualitative insights from
open-ended responses. Quantitative data analysis
involved descriptive statistics to characterize social
media usage patterns and cybersecurity awareness
among participants. Qualitative data analysis en-
tailed thematic coding of open-ended responses to
identify recurring themes related to social media be-
havior and cybersecurity concerns.

Research Results: Analysis of the survey data
revealed diverse patterns of social media usage
among Kazakhstani youth, alongside variations in
cybersecurity awareness. While a significant pro-
portion of participants reported high levels of social
media engagement, cybersecurity awareness varied
considerably, with some expressing limited knowl-
edge or concern about online security risks. These
findings underscore the importance of targeted in-
terventions to enhance cybersecurity education and
promote responsible social media behavior among
youth in Kazakhstan.

Literature review

Our research aims fall into two main catego-
ries:

Initially, we aim to construct a theoretical
framework to guide the development of cybersecu-
rity education initiatives. This framework hinges on
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factors influencing cybersecurity awareness, knowl-
edge, and behavior, which we investigated through a
series of research questions, progressing from broad
to specific:

Does Social Media Have a Positive or Negative
Impact on Adolescents and Young Adults?

What is the extent of cybersecurity awareness
among internet users?

What strategies do online users, particularly
youths, adopt to counter cyber threats?

Furthermore, our study endeavors to provide
practical suggestions for enhancing the effective-
ness of cyber education programs, drawing on the
findings derived from the theoretical framework.

Thanks to the proliferation of mobile inter-
net, social networks have emerged as the primary
source of information for a significant portion of
the population, particularly among the younger de-
mographic. Sociological studies conducted in 2021
revealed that 45.2% of respondents prefer to obtain
information through social media platforms. The ad-
vent of global messengers and online platforms has
fundamentally reshaped the landscape of the media
industry. This transformation has coincided with a
notable surge in the politicization of certain social
networks, rendering them arenas for the dissemina-
tion of misinformation (Tokaev, 2023).

During the last decade, information technology
such as mobile devices and digital applications have
transformed daily life, facilitating diverse lifestyles
in many areas. The ease of technology usage as well
as the increased demand for online connectivity (in
education, retail, tourism, and even autonomous ve-
hicles) has expanded opportunities for internet us-
age on a global scale. Indeed, some of these uses
include reading digital newspapers, surfing the web,
utilizing search engines to find desired content, as-
sisting recommender systems in the form of deci-
sion support tools, and using social media to name
only a few (Zwilling et al., 2022).

Adults frequently blame the media for the prob-
lems that younger generations face, conceptually
bundling different behaviors and patterns of use
under a single term when it comes to using media
to increase acceptance or a feeling of community.
The effects of social media on mental health are
complex, as different goals are served by different
behaviors and different outcomes are produced by
distinct patterns of use. The numerous ways that
people use digital technology are often disregarded
by policymakers and the general public, as they are
seen as ‘“generic activities” that do not have any
specific impact. Given this, it is crucial to acknowl-
edge the complex nature of the effects that digital

technology has on adolescents’ mental health. This
empirical uncertainty is made worse by the fact that
there are not many documented metrics of how tech-
nology is used. Self-reports are the most commonly
used method for measuring technology use, but they
can be prone to inaccuracy. This is because self-re-
ports are based on people’s own perceptions of their
behavior, and these perceptions can be inaccurate.
At best, there is simply a weak correlation between
self-reported smartphone usage patterns and levels
that have been objectively verified (Khalaf et al.,
2023).

As a result, it is evident that the effects of digi-
tal technology, particularly social media, on ado-
lescents’ mental health are multifaceted and com-
plex. While adults often attribute problems faced by
younger generations to media use, it is essential to
recognize that different behaviors and patterns of
use yield varying outcomes. Unfortunately, policy-
makers and the general public often overlook the
diverse ways in which individuals engage with tech-
nology, viewing them as generic activities with little
specific impact. Moreover, the empirical uncertain-
ty surrounding the effects of technology on mental
health is exacerbated by the lack of documented
metrics for measuring technology use. Self-reports,
the most common method for assessing technology
usage, may be prone to inaccuracies due to individu-
als’ subjective perceptions of their behavior. There-
fore, while self-reports provide valuable insights,
their reliability may be limited. Moving forward, a
nuanced understanding of the complexities involved
in technology use and its impact on mental health
is crucial for developing effective interventions and
support systems for adolescents navigating the digi-
tal landscape.

Particular attention should be paid to the formu-
lation “socio-psychological characteristics” — the
not yet fully formed psyche and the inability to fully
analyze information make young people one of the
structures most susceptible to the influence of the
media and mass culture. On the one hand, almost
every representative of young people is a formed
personality, but on the other hand, their worldview
and values are largely changeable and easily change
their vector under the influence of various factors.
The media is just one of them. This is a source of
a large amount of information, constantly updated,
which actively notifies a person about the realities
of the world around him, the most striking social
processes and phenomena, which makes the me-
dia a tool for regulating public opinion, a means of
manipulation. In the modern world, the degree of
involvement of young people in the field of media
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influence is higher than ever before, since now every
person has the opportunity to use different types of
channels for obtaining information. Young people
here again act as a special social group due to their
mobility and flexibility — they easily master new
information channels, easily navigate the Internet,
which allows for easy transition through various on-
line media. That is, young people, having the op-
portunity to view as many media channels as pos-
sible, thereby subscribe themselves to even greater
influence from these same channels. Young people
spend the lion’s share of their leisure time scrolling
through social network feeds, watching videos and
reading articles — it is obvious that the media are an
integral part of the system that forms the hierarchy
of value orientations and attitudes of modern youth
(Dmitruk, 2022).

From another perspective, it is crucial to ac-
knowledge the socio-psychological characteristics
of young people, which render them particularly
susceptible to the influence of media and mass
culture. While adolescents may possess partially
formed personalities, their worldview and values
are often malleable and easily influenced by various
factors, with media being a significant contributor.
Media serves as a constant and dynamic source of
information, shaping perceptions of the world and
informing individuals about social processes and
phenomena. Moreover, the media functions as a tool
for regulating public opinion and can be used for
manipulation.

With the advancement of digital technology, in-
dividuals have gained numerous new opportunities,
encompassing communication, sharing experiences,
entertainment, and learning. These technologies not
only cater to everyday needs but also fulfill higher
aspirations.

However, along with these opportunities come
new hazards on the internet, particularly for teenag-
ers. Threats can be categorized into three groups.

The first group pertains to instances of aggres-
sion, cyberbullying, and exposure to inappropriate
content not suitable for minors. According to for-
mer Mazhilis deputy Sauytbek Abdrakhmanov, 140
thousand cases of cyberbullying were reported in
the country in 2021(Kunafin, 2024).

The second danger is linked to internet addic-
tion. A report by the international agency We Are
Social revealed that, on average, individuals spent 2
hours and 23 minutes per day solely on social net-
works last year. Given that 98.7% of young people
in Kazakhstan regularly use the internet, Kazakh-
stanis may be particularly vulnerable to this risk
(Kemp, 2024).
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The third group of problems involves the spread
of fake information, which necessitates the applica-
tion of critical thinking skills to counteract.

Addressing these new threats against minors
constitutes a complex and multifaceted process that
requires the collaboration of online platforms, regu-
latory bodies, and internet users themselves (Kuna-
fin, 2024).

In summary, the digital age has ushered in a
myriad of opportunities for individuals, spanning
communication, entertainment, and learning. How-
ever, these advancements also bring forth new chal-
lenges, particularly for adolescents and young adults
navigating the online landscape. Cyberbullying,
internet addiction, and the proliferation of fake in-
formation pose significant threats to the well-being
of minors. Addressing these issues requires a mul-
tifaceted approach involving collaboration between
online platforms, regulatory bodies, and internet
users themselves. Furthermore, it is imperative to
acknowledge the socio-psychological characteris-
tics of young people, which render them susceptible
to the influence of media and mass culture. Under-
standing the complexities of digital technology’s
impact on mental health is essential for developing
effective interventions and support systems.

Results and discussion

In the course of the research work, a survey was
conducted between March and May 2023 titled “So-
cial Networks in the Republic of Kazakhstan: Regu-
lating the Behavior of Youth and Ensuring Infor-
mation Security” to explore the influence of social
networks on Kazakhstani youth and the measures
necessary to regulate their behavior while ensur-
ing information security. A total of 621 respondents
participated in the survey.

The results of the social survey conducted among
the population on information security issues:

A significant number of respondents in the sur-
vey were young people aged 18-25 (85.1%), as well
as 26-35-year-olds (4.2%), 36-45-year-olds (3.2%),
44-55-year-olds (4.4%), and those aged 56 and older
(2.9%). At the same time, most of the respondents
(79%) study at special secondary, or higher educa-
tional institutions, while 21% work in organizations
or independently. These target groups (by age and
occupation) are currently active consumers and dis-
tributors of information.

Regarding the question ‘“Where do you first look
for the information that interests you?’, 94.5% of re-
spondents answered ‘on the Internet’, 2.1% chose
‘in newspapers and magazines (periodicals)’, 1.3%
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selected ‘on radio and television, at an educational
institution, in training courses’, 7.5% indicated ‘in
scientific, educational, fiction, technical literature’,
and 26.5% mentioned ‘through communication with
people’. Only 1% of respondents provided their own
answer.

“How much time per day do you spend on the
internet?” respondents to the question: 1-2 hours —
18 %; 3-4 hours — 33%; 5-6 hours — 27%; 7 or more
hours — 22%. Therefore, it was determined that the
vast majority of Internet users spend at most 3-4
hours on the Internet.

HOW MUCH TIME PER DAY DO YOU
SPEND ON THE INTERNET?

7 and moreh.
22%

5-6 h.
27%

1-2 h.
18%

3-4 h.
33%

Figure 1 — How much time per day do you spend on the internet?

How often do you leave your personal
information on the internet?
30,00%
25,00%
20,00% -
15,00% - =
10,00% -
5,00% -
0.00% +
O often 17.20%
W sometimes 29.30%
Orarely 27.80%
O only if necessary 13,20%
Enever 12,20%

Figure 2 — How often do you leave personal information on the internet
(registering on various sites, filling out surveys, etc.)?

“How often do you leave personal information
on the internet (registering on various sites, filling
out surveys, etc.)?” the answer of the respondents
to: often (registered in 5 or more social networks,
I fill out various questionnaires) — 17.2%; some-

times (registered on 2-4 social networks, etc.)
— 29.3%; rare (registered on 1-2 social networks,
etc.) — 27.8%; never — 12.2%; only when necessary
and only on the websites of state bodies and banks
- 13.2%.
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Based on the survey data above, we can glean
information about citizens’ tendencies to leave their
personal information online and their attitudes to-
ward security protection.

It was found during the process of processing
the answers of the respondents that information se-
curity depends on the safety of individuals in the use
of information networks. Specifically, the survey
revealed several key findings regarding the factors
influencing information security:

In the table above, the opinions of citizens re-
garding the survey conducted regarding the safety of
social networks have been processed and grouped.
«Have you ever had your social media accounts
hacked?» The respondents’ votes were divided as
follows: My page cannot be hacked because I have
a complex password — 14%, Yes — 36.4%, No —
48.8%, Other answers (I trust official sites, tried
to hack, 4 times, my pages are linked to social net-
works) — 0.8%.

Table 1 — responses to survey questions about personal security of citizens in the information space

Questions yes no

There are useful
and harmful
information

I have a
complex
password

I am a member
of such a

group

1 did not meet
personally, my
acquaintances met

Do you think that information on

0, 0,
the Internet can harm people? 15,60% %

73,10% - - -

Have you come across suspicious
groups promoting radical
movements, suicide, anorexia and
etc. on the Internet?

23,30% | 84,30%

- 11,90% 0,30% -

Do you know how to protect

0,
yourself on social media? 61,60%

18,90%

Have you ever thought about
the dangers of social media by
posting personal information?

65,10% | 21,20%

Have you ever had your social

0,
media accounts hacked? 36,40%

48,80%

_ - - 14%

Did you know that your personal

0,
data can be stolen and used? 79,90%

7,30%

«Have you ever thought about the dangers of
social media by posting personal information?»
The respondents gave the following answers:
65.1% — Yes; 21.2% — No; I have trouble answer-
ing — 13.2%; Their own answers (Sometimes I
think about how much, I don’t include any infor-
mation) — 0.5%.

«Do you know how to protect yourself on so-
cial media?» 61.6% of respondents answered that
they know well how to protect themselves on social
networks; 18.9% — No; 18.8% — I don’t know; My
personal answer (Don’t download anything more; |
want more information; YouTube helps; It’s very
easy, but many don’t know) — 0.7%.

«What do you search/watch on the Internet?»
(You can choose several answers) The answers of
the respondents were as follows: Goods, services —
46.1%; Work — 16%; Fiction, educational literature
— 37.2%; Scientific, educational material — 60.6%;
Communication — 37.5%; Music — 65.5%, Movies —
64.1%, and their own answers.
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«Do you think information on the Internet can
harm people?» Respondents answered: Yes— 15.6%,
No — 9%, There is both useful and harmful informa-
tion — 73.1%, I have trouble answering — 1.7%.

«Have you come across suspicious groups pro-
moting radical movements, suicide, anorexia and
etc. on the Internet?» To the question, the opinions
of the respondents were divided as follows: Yes —
23.2%, No — 64.3%; 1 did not meet personally, but
my relatives, acquaintances, friends met — 11.9%;
Yes, I am in such a group — 0.3%, I immediately
write a complaint to such sites — 0.2%.

«Who do you think should take measures to pro-
tect children from harmful information that affects
their psyche?» The answers of the respondents to the
question were divided as follows: 74.3% — Parents,
16.4% — Teachers, educators; 42.3% — The child
himself; 31.5% chose the state, and 1.6% chose their
own answers.

«Did you know that your personal data can be
stolen and used?» To the question, the respondents
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gave the following answers: Yes, I know — 79.6%;
No — 7.3%; Did not think about it — 12.1%

If we pay attention to the figure above, it is evident
that citizens of our country primarily engage in activi-
ties such as listening to music and watching movies
on the Internet. Following this, searching for scien-

tific and educational materials emerges as the next
priority. The survey data indicate a growing interest
in online communication. However, literary literature
and job searches exhibit relatively low engagement.
Therefore, it can be concluded that Internet users pre-
dominantly seek entertainment-oriented information.

What do you search/view on the Internet?

Goods. services

Job ——

Autistic, educational literature

Scientific. educational materials

Relationship

Music

Movies

Y our answer

0,00%  10,00%

20,00%

30,00% 40,00% 50,00% 60,00% 70,00%

Figure 3 — What do you search/view on the Internet?

“Do you know what to do in case of a leak?”” The
answers of the respondents to the question were as
follows: I seek the help of specialists —37.4%; I turn
to law enforcement agencies or the court — 16.8%,
I did not think about it — 44.5%; own answers —
1.3% (I’ll go to the programmer, delete the account,
I don’t know what to do, I won’t do anything, I’1l
decide by myself). Therefore, it is determined that
citizens do not think much about their safety. There-
fore, it is necessary to increase citizens’ knowledge
about information security and to raise the culture of
information literacy.

In addition, the majority of respondents (70%)
do nothing personally to ensure information secu-
rity. These are very alarming facts that indicate the
insufficient awareness of the population about the
issue of information security and citizens’ under-
standing of the degree of danger in these issues, as
well as the low level of their legal awareness.

The survey also showed that social networks
play an important role in the life of a modern per-
son (81%). 85.1% of respondents registered in
social networks are aged 18-25. This indicates
that the main audience of social networks is un-
dergraduate students who are addicted to social
networks(Shingaliyeva u ap. 2023).

It should be noted that only 21.3% of respon-
dents do not publish any information about them-
selves on social networks, and 6% of respondents

upload all possible information. 12.4% of respon-
dents do not think about the danger of social net-
works; they post personal information on them. It
is worth noting that 36.4% of respondents had cases
of hacking of their pages in social networks. These
facts indicate, on the one hand, poor public aware-
ness, and on the other hand, carelessness and lack of
responsibility.

The analysis shows that some respondents
(37.5%) communicate through social networks. At
the same time, 37% of the respondents have a posi-
tive attitude towards dating on social networks, and
40% have a neutral attitude. A much smaller num-
ber (23%) consider such a relationship dangerous.
In addition, a third of respondents (31%) go on a
date with a virtual friend, and almost half of them
note that primarily young people and children do not
appreciate the potential or actual dangers of dating
on social networks.

Of course, one of the urgent issues is ensuring
information security on the Internet. 17.7% of re-
spondents spend 1-2 hours on the Internet, 33.1%
— 3-4 hours, 27% — 5-6 hours, and 19.9% — more
than 7 hours. At the same time, many people (63%)
are looking for entertainment or communication on
Internet sites. What we can see from this is the influ-
ence of the Internet on their lives and behavior. That
is, it can be concluded that the Internet plays a big
role in the life of a modern person.
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According to the survey, citizens understand
that there is both useful and harmful information
on the Internet (73.1%). At the same time, 23.2%
of those asked watch movies, videos, read content
on the Internet, communicate with people who pro-
mote wrong or even dangerous lifestyles, etc. 11.9%
of them personally or their acquaintances, friends,
relatives have experienced radical trends, suicide,
anorexia, etc. encountered suspicious propaganda
groups.

Protection of children from information harm-
ful to their health and development is a very urgent
issue. Due to the current pandemic, it is known that
the vast majority of parents allow their children to
use the Internet until they reach adulthood, and it is
alarming that sometimes even 2-3-year-old children
are brought up with the help of the Internet. In ad-
dition, most parents give children complete freedom
in choosing Internet sites or do not pay special at-
tention to this issue. At the same time, some parents
do not know and are not interested in what social
networks their children are on (Shingaliyeva u mp.
2023).

Also, a significant number of respondents
(16.4%) believe that children should be protected
from harmful information by teachers, educators,
or the child himself, while 3% do not consider this
to be an important issue. 31.5% of the respondents
believe that the relevant authorities should deal with
this issue, and 42.3% believe that the child should
monitor it himself. These numbers show that a sig-
nificant number of parents abdicate all responsibil-
ity for their children’s information security.

Personal data protection is also an important is-
sue. 87% of respondents register on various sites,
social networks, fill out questionnaires, that is, leave
their data online. In addition, most respondents
(79.6%) know that their personal data can be stolen
or used by other people. 34.4% of respondents have
faced theft of personal information online. Howev-
er, their willingness to ignore this fact in the case of
personal data theft is questionable.

Copyright protection, complicated by the prolif-
eration of content in the virtual network, is also a
pressing issue (Smith, J., & Brown, A. 2019). Ac-
cording to the survey, half of the respondents do not
agree or are indifferent to the protection of the copy-
right of users who post their materials on the Inter-
net, or believe that the authors themselves should
protect their copyright, and 15% do not consider
the fact of downloading a ready-made essay, report,
book, music, film from the Internet to be theft, and
40% consider it theft only if the copyright is regis-
tered.
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Thus, copyright infringement, direct plagiarism
in the scientific environment and educational sys-
tem, and the low level of loyalty of many citizens
to downloading without the consent of the copyright
holders continue to exist in our country.

Based on the research, the following recommen-
dations can be made:

- It is necessary to increase the awareness of
citizens about the threats to information security,
including when receiving, using, and posting infor-
mation on various Internet sites and social networks,
and to train them in the skills of safe online behav-
ior. For this purpose, traditional mass media, educa-
tional videos on the Internet, public authorities, and
educational institutions should be widely used. It is
necessary to explain the need to use antivirus pro-
grams, official sources, legitimate programs, and to
protect one’s accounts and personal data.

- Considering that children and young people
are more prone to negative influence, special cours-
es on information security should be introduced in
schools, colleges, and universities, or topics related
to these issues should be included in the curricula
of subjects that cover these issues (e.g., fundamen-
tals of life security, Information Law, etc.). Practical
training sessions are also recommended.

- Employees of law enforcement agencies, le-
gal scholars, and teachers of law-related subjects in
educational institutions should conduct lectures and
explanatory works aimed at forming a negative at-
titude towards the creation, distribution, and use of
false, slanderous information, extremism, radical re-
ligious teachings, suicide incitement, incitement to
national, racial, social discord, and violation of state
secrets, commercial, official, or other legally pro-
tected secrets. This will contribute to strengthening
citizens’ awareness of responsibility for violations
of legislation in the field of information.

- It is advisable to install special information
stands or displays explaining the rules of safe Internet
use in a concise and accessible form in the Public Ser-
vice Centers of the “Government for Citizens” state
corporation. Employees of the centers can provide di-
rect explanations of these rules in the self-service area
for citizens when they receive state services.

- School teachers and educators in children’s in-
stitutions should conduct explanatory work not only
with children but also with their parents, especially
in families with many children, including deepening
the work on monitoring children’s registration and
communication on social networks.

- Law enforcement agencies should pay special
attention to websites that promote suicide, drugs,
pornography, pedophilia, anorexia, and take timely
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measures to block such sites and bring the culprits to
justice. Collaboration with volunteers, organizations
dedicated to combating such phenomena, and civil
groups is essential in this regard.

- State support should be provided to enterprises
involved in information security, including the de-
velopment of domestic technologies and technical
means of information protection, ensuring their
availability to the public, and providing special tax
regimes, discounts, and preferences.

- To facilitate public monitoring of regulatory
legal acts, conduct public expertise, and develop
proposals for improving legislation in this area, is-
sues of information security should be placed un-
der the consideration of Public Councils under state
bodies.

Conclusion

In conclusion, the survey results highlight the
pressing need to bolster public awareness of in-
formation security and foster responsible online
conduct. It is imperative to implement educational
programs and integrate information security courses

into academic curricula. Additionally, enforcing
stringent measures against online threats and pro-
moting parental involvement are crucial steps in
safeguarding individuals, especially children, from
cyber risks.

The digital era offers unprecedented opportuni-
ties for communication, entertainment, and knowl-
edge acquisition. However, alongside these benefits
come inherent challenges, particularly for young
people navigating the online realm. Cyberbullying,
internet addiction, and the dissemination of misin-
formation pose significant risks to their well-being.
Tackling these issues demands a collaborative effort
involving online platforms, regulatory bodies, and
internet users.

Moreover, recognizing the socio-psychological
dynamics influencing young individuals is para-
mount. Their susceptibility to media and cultural in-
fluences underscores the importance of understand-
ing the intricate effects of digital technology on
mental health. Developing effective interventions
and support systems requires a nuanced compre-
hension of these complexities, ensuring a safer and
more conducive online environment for all.

References

Dmitruk, Anastasia Petrovna. 2022. «Conference Priority areas of social, humanitarian and economic research in the 21st

century». The influence of the media on the formation of value orientations of young people, Sociologicheskie nauki, , vyp. 27

(aprel”). https://apni.ru/article/3966-vliyanie-smi-na-formirovanie-tsennostnikh-ori. (In Russian)

«Google Forms [Online survey platform]. Retrieved from». b. d. Google LLC. (n.d.). https://www.google.com/forms.
Kemp, Simon. 2024. «DIGITAL 2024: 5 BILLION SOCIAL MEDIA USERS». Digital 2024. UK. https://wearesocial.com/uk/

blog/2024/01/digital-2024-5-billion-social-media-users/.

Khalaf, Abderrahman M, Abdullah A Alubied, Ahmed M Khalaf, i Abdallah A Rifaey. 2023. «The Impact of Social Media on
the Mental Health of Adolescents and Young Adults: A Systematic Review». Cureus, August. https://doi.org/10.7759/cureus.42990.
Kunafin, Daniyar. 2024. «Zakon.kz». TikTok dal rekomendacii po bezopasnosti kazahstanskih detej i podrostkov v Seti, 6 fevral’
2024 g., Zakon.kz izdanie. https://www.zakon.kz/obshestvo/6423399-TikTok-dal-rekomendatsii-po-bezopasnosti-kazakhstanskikh-

detey-i-podrostkov-v-seti.html. (In Russian)

Nussipova, Arailym, Esenzhol Aliyarov, Raushangul Kabilova, Katira Karymsakova, i Botakoz Nuralina. 2023. «Pandemic,

Hoaxes and Information Security of Kazakhstan». Journal of Information Policy 13 (November): 140-58. https://doi.org/10.5325/

jinfopoli.13.2023.0011.

Shingaliyeva, Akzhan K, Kunimaigul S Smadiyar, Arailym U Nussipova, Katira K Karymsakova, and Gaukhar N Azimbayeva.

2023. «Socio-Psychological Development of Children in a Large Family».

Tokaev, Kassym-Jomart. 2023. On approval of the Information Doctrine of the Republic of Kazakhstan. https://www.akorda.

kz/ru/ob-utverzhdenii-informacionnoy-doktriny-respubliki-kazahstan-2025248. (In Russian)
Zwilling, Moti, Galit Klien, Dusan Lesjak, Lukasz Wiechetek, Fatih Cetin, i Hamdullah Nejat Basim. 2022. «Cyber Security
Awareness, Knowledge and Behavior: A Comparative Study». Journal of Computer Information Systems 62 (1): 82-97. https://doi.

org/10.1080/08874417.2020.1712269.

Smith, J., & Brown, A. (2019). Cybersecurity Awareness among College Students: A Quantitative Study. Journal of

Cybersecurity Education, 5(2), 45-58.

77



Social media landscape in the Republic of Kazakhstan: navigating youth behavior and ensuring information security

Information about authors:

Nussipova Arailym Umarkhodzhaevna (corresponding author) — PhD, associate professor of International Educational
Corporation (Almaty, Kazakhstan, e-mail: arai_nussipova@mail.ru);

Slanbekova Gulnara Kobylanovna — PhD, associate professor of the Department of Psychology of Karaganda Buketov
University (Karaganda, Kazakhstan, e-mail gulnaraslanbekoval@gmail.com)

Aemopnap mypanvt manimem:

Hycunosa Apaiinvim  Ymapxooorcaesna (koppecnonoenm aemop) — PhD, Xanvikapaneix 6inim 6Gepy KOpnopayusacviHuly
accoyuayusnanean npopeccopi (Aimamer k., Kazaxcman, e-mail: arai_nussipova@mail.ru)

Cnanbexosa I'ynenapa Kobwinanosna — axao. bykemoe amwinoasvr Kapazsanovl ynueepcumeminiy KayblMOAcmulpulieaH
npogeccopwi (Kapazanowl k., Kazaxcman, e-mail: gulnaraslanbekoval @gmail.com)

Iocmynuna 14 uiona
Ipunsama 20 urons

78



